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LIMITED OFFICIAL USE BONN 07764 

E.O. 11652: N/A 

TAGS: ASEC, AGAO, PINS, GW 

SUBJECT: GAO REVIEW OF EFFECTIVENESS OF GLOBAL 
PROVISIONS FOR INTERNATIONALLY PROTECTED 
PERSONS AND PROPERTY 

REE: ERANKEURT 2964 

1. GAO AUDIT TEAM OE MESSRS. BARCHI AND BREW WILL VISIT 
FRANKFURT ON OR ABOUT MAY 2 IN CONJUNCTION WITH THE 
GAO REVIEW OE INTERNATIONALLY PROTECTED PERSONS AND 
PROPERTY. (LOU). 

2. THE OBJECTIVE OE THIS ASSIGNMENT IS TO PROVIDE A 
REPORT TO THE CONGRESS CONCERNING PAST AND CURRENT 
ACTIONS TAKEN TO COUNTER TERRORIST ACTIVITIES AND TO 
PROTECT AMERICAN OEFICIALS AND PROPERTY. PARTICULAR 
AREAS OE INTEREST ARE AS FOLLOWS: (LOU) 

A. EXAMINATION OF SPECIFIC INCIDENTS (FOLLOWING 
SECTION OF THIS MESSAGE PROVIDES THOSE INCIDENTS 
SELECTED FROM LISTING PROVIDED BY SECSTATE WASHDC). 
THEY WILL BE CONCERNED WITH DETERMINING WHAT 
INTELLIGENCE DATA WAS AVAILABLE AT THE TIME OF THE 
INCIDENT AND HOW THE INFORMATION WAS USED; LESSONS 
LEARNED FROM THE INCIDENT; AND WHAT, IF ANYTHING, 
LIMITED OFFICIAL USE 
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COULD BE DONE TO PREVENT SIMILAR INCIDENTS. (LOU) 

B. EXAMINATION OF COMMUNICATION NETWORK WITHIN THE 
CONSULATE GENERAL, I.E., WHO COLLECTS THE INEORMATION 
AND HOW IT IS USED; THE INTERFACE BETWEEN U S. AND 
HOST COUNTRY AGENCIES/OFFICES RESPONSIBLE FOR 
GATHERING AND USING THE INTELLIGENCE DATA; AND WHAT, 
IF ANYTHING, CAN AND SHOULD BE DONE TO IMPROVE THIS 
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FUNCTION. (LOU) 

C. EXAMINATION OF CONSULATE GENERAL PHYSICAL SECURITY 
PRECAUTIONS TO SAFEGUARD AGAINST TERRORIST ACTIVITIES; 
THIS INCLUDES THE CONSULATE FACILITIES AS WELL AS 
RESIDENCES AND MOVEMENT OF AMERICAN OFFICIALS. (LOU) 

3. THE FOLLOWING IS A LIST OF THOSE INCIDENTS 
SELECTED FOR EXAMINATION: (UNCLASSIFIED) 

A. MARCH 21, 1973, AT FRANKFURT, MAN AND WOMAN 
ENTERED GROUNDS OF CONSULATE AND FIRED GUN AND 
HURLED A BOTTLE AGAINST A WINDOW. (LOU) 

B. APRIL 23, 1973, AT FRANKFURT, UNKNOWN PARTIES 
HURLED BRICKS AND MOLOTOV COCKTAILS AT CONSULATE 
CAUSING A FIRE. (LOU) 

C. MAY 10, 1976, AT FRANKFURT, DEMONSTRATION AT 
AMERIKA HAUS - WINDOWS AND GLASS DOOR BROKEN. (LOU) 

D. MAY 12, 1976, AT FRANKFURT, WINDOWS BROKEN AT 
AMERIKA HAUS. (LOU) 

E. MARCH 26, 1977, AT FRANKFURT, SMALL CALIBER 
PROJECTILE STRUCK A FRONT GROUND FLOOR WINDOW AT 
CONSULATE. (LOU) 

4. SHOULD YOU HAVE ANY QUESTIONS CONCERNING THIS 
ASSIGNMENT, PLEASE CONTACT EITHER MR. BREW OR 

MR. BARCHI AT THE AMERICAN EMBASSY BONN, EXTENSION 
3074. (UNCLASSIFIED) 

5. ANY REQUESTS BY THE GAO TEAM FOR ACCESS TO 
DOCUMENTS SHOULD BE HANDLED IN ACCORDANCE WITH THE 
LIMITED OFFICIAL USE 
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PROVISIONS OF 4 FAM 934. RSO SCHWARTZ IS SERVING AS 
CLEARING HOUSE FOR SUCH REQUESTS DURING GAO TEAM VISIT 
TO EMBASSY. PLEASE INFORM EMBASSY OF FRANKFURT CONTROL 
OFFICER. 

MEEHAN 
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